Transact W|th the right
customers — faster.

Control the risk.
Manage the opportunity.



Detecting
application fraud...

p ' i Whether applying online or over the counter, —
| - new customers want new account sign-up
y to be swift and straightforward. Companies
must meet their expectations — while reliably

proving customer identity to safeqguard against  cross-border card fraud
application fraud and other financial crime. has more than doubled
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accounts, our fraud engine, Instinct, intelligently compares
information provided during registration against rich, multi-layered N 2 O] 2-2 O] 3 ad |One,

identity reference data. This is made up of many different attributes:

()
not just a name or address but also account numbers, prior Compared tO On'\/ d 4/0
urchases or applications, card details — even previous behaviour. : '
g PP b increase in card spend.

Using GBG Instinct, fraud teams can set and optimise their own rules
and risk scores, producing predictive scorecards to pass or fail an
application. That means no delays for good customers, high fraud
identification rates — and far fewer time-wasting false positives.

Features 'ﬁ Benefits Q

IDENTITY DATA INTELEIGENEE

Comprehensive library of rules and associated
scorecards, easily customised and updated.

18 different matching algorithms, including
fuzzy logic.

Detailed management reports provide quick
insights for rule improvements and instant alerts
of high-risk fraud.

Easily import external datasets, spreadsheets or
reference tables.

Full integration with online account
opening provides real-time decisioning.

Create and optimise your own anti-fraud business
rules —react quickly to new types of fraud.

Sophisticated matching routines detect more fraud
than traditional binary logic.

Understand the most effective anti-fraud measures
and focus resource on them.

Share knowledge on known fraud cases across the
business and externally.

Enable rapid, streamlined onboarding for good
customers. Only fraudsters fail.




Instinct
use cases

GBG Instinct is designed

to map to any application
process and detect a range
of fraud types. As such its
use cases are many meaning
it can be used in any sector
where there is a risk of

fraud from a new customer
relationship, including: Credit
unions, Peer-to-peer lending,
Charities, Insurance, Mobile
Telcos, Retail, Public Sector,
Recruitment, Utilities, Legal
and Online Gaming.

63%

of Indian

smartphone users
experienced some

form of mobile

cybercrime in 2013.

IDENTITY DATA INTELLIGENCE

Retail Banks and
Financial Services

Challenge

False application information and documents used
to obtain credit, higher credit limits or larger loans.

Unable to spot applicants that are known fraudsters.
Unnecessary delays for genuine customers.

Diverse types of fraud from individual applicants,

companies, intermediaries and internal staff.

New customers sign up intending to commit
transaction fraud.

Solution

Instinct detects fraudulent applications in any
customer channel.

Verify new customer identity for all product
groups — from credit cards, mortgages and
personal finance to business lending.

Check for known criminals against shared
industry databases.

Recognise application fraud by professional
syndicates, individuals and internal staff.

Identify individuals on Watch Lists (PEPs and
Sanctions), ensuring AML compliance.

Insurance

Challenge
Fraud rings take out policies solely in order to claim
Exaggerated claim values

Ghost broking: policies bought using false
information and resold to third parties

Entirely bogus claims, staged accidents and thefts.

False details in claims: wrong date, different driver,
another location.

Internal fraud by staff.

Solution

Instinctautomatically checks new policyand claim
information against reference databases.

Detects application fraud in initial quotes, at
policy sale and for mid-term adjustments.

Monitor customer applications in any
customer channel.

Verify accuracy of data used in claims.

GBG

Mobile
Telco

Challenge

Fast expanding business with high numbers of
new customers.

Rising application fraud, low detection rates.
Diverse, disconnected fraud reference datasets.

Hardcoded fraud detection tools are inaccurate,

inflexible and expensive to maintain.

Staff lack confidence in system.

Solution

Instinct automatically passes obvious “good”
customers — letting staff concentrate on
suspicious records.

Business-rule-driven software ensures precise
matching accuracy.

Fraud team can adjust rules themselves,
reacting in real time to new fraud trends.

Instinct works with multiple third-party data sets
in one user-friendly environment.



About GBG

The most profitable and successful organisations recognise the

value of understanding the individual identity of their customers and
employees. GBG combines this concept of identity with technology

to create an environment of trust, so that organisations can employ
people and connect, communicate and transact with customers, safely
and responsibly.

We call this Identity Data Intelligence.

IDENTITY DATA INTELLIGENCE

Contact

Chester, CH4 9GB

Barcelona

Edifici El Triangle

4° planta

Placa de Catalunya, 1
08002 Barcelona
Spain

Phone: +93 548 4356
Fax: +34 93 548 4444

Beijing

A703, Yatai Center Building,
No. 21 Pingyuanli,

Xuanwu District,

Beijing, 100054

China

Phone:+86 10 8351 3861
Mobile:+86 137 0100 8750
Fax:+86 10 8351 3861

Jakarta

Epicentrum Walk 3rd Floor,
Lot A-306, Suite 3A, Komp.
Rasuna Epicentrum

JIn. HR. Rasuna Said, Jakarta
Selatan 12940

Indonesia

Phone:+62 21299 41364

Kuala Lumpur

Unit No: E-S-27, Amcorp
Business Suite

Menara Melawangi,

Amcorp Trade Centre

No: 18, Jalan Persiaran Barat
46050 Petaling Jaya,
Selangor Darul Ehsan
Malaysia

Phone: +60 3 7954 8488

Chester Business Park

T +44 (01244 657333
E: enquiries@gbgplc.com
W: www.gbgplc.com

GBG Head Office - Chester
The Foundation, Heronsway

Melbourne

Level 4,360 Collins St
Melbourne, VIC, 300
Australia

Phone:+61 3 85395 1500
Fax: +61 3 8595 1501

Manila

28th Floor, Tower 2

The Enterprise Centre
Corner Paseo

De Roxas and Ayala Avenue
Manila 1226

Philippines

Phone:+63 2 849 3478
Fax+63 2 886 5008

Mexico City

Paseo de la Reforma

350 Piso 10 y 11 Col. Juarez
Ciudad de México

06600

Phone:+ 52 55 5001 5775

Shanghai

Room 306, Apollo Building,
1440 Yan An (M) Road
Shanghai, 200040

China

Phone:+86 21 61331811
Fax:+86 2161331886

Seoul

#506, Songhyun office Bldg.
04-2, Guro-dong, Guro-gu
Seoul, 152-055

Korea

Phone: +82 2 863 8780
Fax: +82 2 855 5250

Microsoft Partner

Gold Application Development

Silver Data Analytics
Silver Data Platform








